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ChangingChanging
BehavioursBehaviours……
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The PresentThe Present
Directive 95/46/EC

Article 1
Object of the Directive

1. In accordance with this Directive, Member States shall protect the fundamental rights
and freedoms of natural persons, and in particular their right to privacy with respect to

the processing of personal data.
2. Member States shall neither restrict nor prohibit the free flow of personal data

between Member States for reasons connected with the protection afforded under
paragraph 1.

Lei 67/98
Article 1
Object

This Act transposes into the internal legal system Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with

regard to the processing of personal data and on the free movement of such data.

And more 26 national DP Laws…
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Why a New Legal DP Framework?



“Data Protection in The Age of the“Data Protection in The Age of the Internet”Internet”

(…) the underlying principles of the current EU data protection(…) the underlying principles of the current EU data protection
legislation are still very much valid and have stood the test of time.legislation are still very much valid and have stood the test of time.
However, it became equally clear that the EU needs a moreHowever, it became equally clear that the EU needs a more
comprehensive and more coherent approach in its policy for thecomprehensive and more coherent approach in its policy for the
fundamental right to personal data protection.fundamental right to personal data protection.
ThisThis reformreform willwill greatlygreatly simplifysimplify thethe regulatoryregulatory environmentenvironment andand willwill
substantiallysubstantially reducereduce the administrativethe administrative burdenburden.. WeWe needneed toto drasticallydrastically
cutcut redred tape, dotape, do awayaway withwith all the notification obligations andall the notification obligations and
requirementsrequirements thatthat areare excessivelyexcessively bureaucraticbureaucratic,, unnecessaryunnecessary andand
ineffective.ineffective. InsteadInstead,, wewe willwill focus onfocus on thosethose requirementsrequirements whichwhich reallyreally
enhanceenhance legallegal certaintycertainty..

“Assuring data protection in the age of the internet”
Viviane Reding, Vice-President of the EC, EU Justice Commissioner
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The context
Information considered as personal
is, above all, financial information
(75%), medical information (74%),
and national identity numbers or
cards and passports (73%).
A majority of Europeans are
concerned about the recording of
their behaviour via payment cards
(54% vs. 38%), mobile phones
(49% vs. 43%) or mobile Internet
(40% vs. 35%).

Even though a majority of
European Internet users feel
responsible themselves for the safe
handling of their personal data,
almost all Europeans are in favour
of equal protection rights across
the EU (90%).
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Some FiguresSome Figures

Authorities and institutions – including the EC and the EP (55%) – are
trusted more than commercial companies.
Less than one-third trust phone companies, mobile phone companies and
Internet service providers (32%); and just over one-fifth trust Internet
companies such as search engines, social networking sites and e-mail
services (22%).
As regards the "right to be forgotten", a clear majority of Europeans (75
%) want to delete personal information on a website whenever they
decide to do so.
Social networking and sharing sites users are more likely to disclose their
name (79%), photo (51%) and nationality (47%). Online shoppers’ actual
online disclosure of personal information mainly involves their names
(90%), home addresses (89%), and mobile numbers (46%).
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ToTo flourish, the digital economyflourish, the digital economy
needs trust. And trust is about theneeds trust. And trust is about the
confidence consumers have whenconfidence consumers have when
giving personal information onlinegiving personal information online..

What are the challenges, then, thatWhat are the challenges, then, that
companies face under the currentcompanies face under the current
legal framework for data protection?legal framework for data protection?
What is hindering growth in theWhat is hindering growth in the
Digital Single Market? How can newDigital Single Market? How can new
European legislation overcome theEuropean legislation overcome the
current hurdles?current hurdles?

“Building trust in the Digital Single Market:
Reforming the EU’s data protection rules”

Brussels, 28 November 2011
Viviane Reding

Vice-President of the European Commission, EU
Justice Commissioner
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Privacy in the Internet:Privacy in the Internet: Where are We?Where are We?

“The optimist proclaims that we
live in the best of all possible

worlds…
…the pessimist fears this is

true.”
James Branch Cabell, in The Silver Stallion

(1926)
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Charter of Fundamental Rights of the EUCharter of Fundamental Rights of the EU

Article 8 - Protection of personal data
1. Everyone has the right to the protection of personal data
concerning him or her.

2. Such data must be processed fairly for specified purposes
and on the basis of the consent of the person concerned or
some other legitimate basis laid down by law. Everyone has the
right of access to data which has been collected concerning him
or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an
independent authority.
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Convention (108)Convention (108)

for the protection of individuals with regardfor the protection of individuals with regard
to automatic processing of personal datato automatic processing of personal data

Chapter I – General provisions

Article 1 – Object and purpose
The purpose of this convention is to secure in the territory of
each Party for every individual, whatever his nationality or
residence, respect for his rights and fundamental freedoms, and
in particular his right to privacy, with regard to automatic
processing of personal data relating to him (“data protection”).
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DirectiveDirective

Proposal for a
DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

on the protection of individuals with regard to the processing of personal data by
competent authorities for the purposes of prevention, investigation, detection or

prosecution of criminal offences or the execution of criminal penalties, and the free
movement of such data

Article 3 - Territorial scope
1. This Regulation applies to the processing of personal data in the context of the

activities of an establishment of a controller or a processor in the Union.
2. This Regulation applies to the processing of personal data of data subjects residing

in the Union by a controller not established in the Union, where the processing
activities are related to:
(a) the offering of goods or services to such data subjects in the Union; or
(b) the monitoring of their behaviour.

3. This Regulation applies to the processing of personal data by a controller not
established in the Union, but in a place where the national law of a Member State
applies by virtue of public international law.
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General Data Protection RegulationGeneral Data Protection Regulation

Proposal for a
Regulation of the European Parliament and of the Council

on the protection of individuals with regard to the processing of personal data
and on the free movement of such data

Article 1 - Subject matter and objectives
1. This Regulation lays down rules relating to the protection of individuals with

regard to the processing of personal data and rules relating to the free movement
of personal data.

2. This Regulation protects the fundamental rights and freedoms of natural
persons, and in particular their right to the protection of personal data.

3. The free movement of personal data within the Union shall neither be restricted
nor prohibited for reasons connected with the protection of individuals with regard
to the processing of personal data.
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General Data Protection RegulationGeneral Data Protection Regulation
Article 2 - Material scope

1. This Regulation applies to the processing of personal data wholly or partly by
automated means, and to the processing other than by automated means of
personal data which form part of a filing system or are intended to form part of a
filing system.

2. (…)
Article 3 - Territorial scope

1. This Regulation applies to the processing of personal data in the context of the
activities of an establishment of a controller or a processor in the Union.

2. This Regulation applies to the processing of personal data of data subjects
residing in the Union by a controller not established in the Union, where the
processing activities are related to:
(a) the offering of goods or services to such data subjects in the Union; or
(b) the monitoring of their behaviour.

3. This Regulation applies to the processing of personal data by a controller not
established in the Union, but in a place where the national law of a Member State
applies by virtue of public international law.
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Main Policy ObjectivesMain Policy Objectives

Modernise the EU legal system for the protection of personal
data, in particular to meet the challenges resulting from
globalisation and the use of new technologies;
Strengthen individuals' rights, and at the same time reduce
administrative formalities to ensure a free flow of personal
data within the EU and beyond;
Improve the clarity and coherence of the EU rules for
personal data protection and achieve a consistent and
effective implementation and application of the fundamental
right to the protection of personal data in all areas of the
Union's activities.
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In a Technological Point of View…In a Technological Point of View…

PbDPbD (Privacy by Design)(Privacy by Design)
Good Practices: Office of the Privacy Commissioner of Canada
(http://www.priv.gc.ca/search-
recherche/index_e.asp?rc=1&lg=eng&ss=privacy+by+design&cn-search-
submit=Search)

PIAPIA (Privacy Impact Assessment)(Privacy Impact Assessment)
Good Practices: US Department of Homeland Security
(http://www.dhs.gov/privacy-office-privacy-impact-assessments-pia)
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The coreThe core

A explicit consent is required for data processing
The “Right to be forgotten”
The right of data portability
Notification of serious data breaches without undue delay
A single set of rules on data protection for the entire EU
A “one stop shop” for companies
A “one stop shop” for citizens
More responsibility and accountability for the controllers
No unnecessary administrative burdens
EU rules will apply to companies not established in the EU, if…
Reinforcement of the National DPA
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What will the new DPWhat will the new DP framework meanframework mean to…to…

… the Citizen:

 more control over the personal
data, make it easier to access,
and improve the quality of
information we get about what
happens to our data once we
decide to share it;

 Protection of his personal
information, no matter where it is
sent or stored (inside or  outside
the EU);

 Confidence in online services;
 Trust in new information and

communication technologies.

… the Company: more control over the personal
data, make it easier to access,
and improve the quality of
information we get about what
happens to our data once we
decide to share it;

 Protection of his personal
information, no matter where it is
sent or stored (inside or  outside
the EU);

 Confidence in online services;
 Trust in new information and

communication technologies.

 This reinforced trust will help
businesses grow and allow them

to serve consumers throughout
Europe with adequate safeguards
for personal data, and with lower

costs.
 This will help stimulate the

internal market, boost growth,
create jobs and foster

innovation.
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Rua de São Bento, 148, 3º
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